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HIPAA COMPLIANCE
FACT SHEET

LET US HELP YOU MEET HIPAA COMPLIANCE REGULATIONS
HIPAA stands for the Health Insurance Portability and Accountability Act of 1996, which was enacted by Congress to protect sensitive patient data. The
act protects the privacy and sets standards for the security of electronic protected health information. These rules establish national standards for how
companies working with sensitive patient information must ensure that all data is treated with confidentiality, availability, and integrity.
EASY OFFSITE BACKUP
A data backup is a key component in any disaster recovery plan. It protects your data against hardware failure, theft, virus attack, accidental or malicious
deletion and natural disasters. It also eliminates the need to use outdated tape drives or trying to use laborious manual backup routines.
ENCRYPTION
Our software uses either AES 128-bit, AES 256-bit, or Ultra-Secure Military-Grade Blowfish 448-bit encryption to protect your data prior to being
transmitted to our secure facilities using SSL. All backed up data remains encrypted at all times, including while in transit and at rest.
SECURE DATA CENTERS
Our data centers are staffed 24 hours a day, 365 days a year. We employ the highest grade security features, equipment and procedures. Our facilities
have a low exterior profile and anyone entering the buildings must pass 5 levels of security, including multiple biometric hand geometry readers and
sign-in procedure with visual confirmation. We have hundreds of security cameras and biometric hand geometry readers placed strategically throughout
the datacenters that provide continuously detailed monitoring and archiving of critical areas.
PRIVATE ENCRYPTION KEY MANAGEMENT
During the installation of our software, your admin will select a private encryption key. This will allow you to manage the sole copy of the encryption key
for each computer, NAS device or server. Without your private encryption key, no one - not even the Triple3 - can recover your files. Since your private
encryption key is never sent to Triple3, there will be no way to recover your key should it become lost, forgotten or stolen. It is imperative, therefore, that
you employ the necessary measures to manage your own keys.
BUSINESS AGREEMENT
A business associate agreement is not required with Triple3. These agreements are between covered entities where there is a reasonable probability that
protected health information can be accessed. The private encryption key chosen by the customer during installation specifically blocks Triple3 from
accessing backed up data.

For more information how Triple3 can help with you disaster recovery plan please contact our data backup specialists at:
855.776.2242 or Support@Triple3.co.
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